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EXECUTIVE OFFICE OF THE PRESIDENT cCr - o7
OFFICE OF MANAGEMENT AND BUDGET . . : ' A
WASHINGTON. D.C. 20803 TOTYT N

September 17, 1985 | LBSUINE psgs

LEGISLATIVE REFERRAL MEMORANDUM ~27R 7]

TO: pepartment of Commerce - Mike Levitt (377-3151)

\/Zizﬁ;al Services Administration - Ted Ebert (566-1250)

entral Intelligence Agency

SUBJECT: NSA testimony on H.R. 2889, entitled "The Computer
Security Research and Training Act of 1985."

The Office of Management and Budget requests the views of your
agency on the above subject before advising on its relationship to
the program of the President, in accordance with Circular A-19.

Please provide us with your views no later than

2:00 P.M. TODAY, SEPTEMBER 17, 1985.

Direct your questions to Gregory Jones (395-3454), of this office.

James C. Murr for

Assistant Director for
Legislative Reference

Enclosures

cc: E. Springer
S. Dotson
K. Sheid
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STAT

STAT

OLL 85-1999/5
26 July 1985

MEMGPANDUM FOR: Director, Office of Security
Chief, Intelligence Law Civision, OGC
Chief, Information Handling Committee,

Inteligence Community Staff

FROM:
Legislation Division
Cffice of Legislative Liaison
SUBJECT: Corputer Security Legislation
REFERENCE : Memc to /0S8 and C/ILD from Pearline, dated

16 July, same subject

1. Attached is a proposed response to the request by
Congressman Brooks for the Agency's views on E.R. 2889, a bill
to establish a computer security research program ané to set
standards for training persconnel in computer security. The
propecsed response states that while we share the concern of the
Congressman over corputer security, we cannot endorce the bill
because it undercuts an established Administration program to
enharce computer security in the federal government. The
~ronosed response also states that the bill should be amended
to protect the DCI's authorities if a decision is made to go
atead with the bill despite Administration opposition.

2. I would appreciate receiving your views on this
presosed response at the earliest possible time. OQne area of
the proposed response that you should focus on is our general
cprosition to the bill based on the fact that it overturns
1SDD-145 on computer security. Since this NSDD was recently
wnromulgated by the Administration, it is unlikely OMB will
approve for transmittal to the Hill a letter that merely
excepts the Agency from the scope of the bill, but does not
address the fact thaet the bill totally overturns NSDD-145, For
this reason, the attached response addresses both the ISDD and
the need to safequard current DCI authorities in this area.

Attacqrmrent
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MEMORANDUM FOR:  Director, Office of Legislative Liaison

25X1
STAT  rom:

Deputy Director for Management, OIT
SUBJECT: Response to Congressional Bill HR 2889

The Office of Information Technology believes language should be added
to HR 2889 to protect DCI authorities, to wit: "Nothing in this Bil1 should be
construed as altering the existing authorities of the Director of Central
Intelligence, including his responsibilities for the protection of

intelligence sources and methods."

STAT
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SECRET
July 19, 1985
29X NOTE FOR: 2oX1
CIA/OLL, Rm. 7B14, HQ.
25X1
FROM: | 25X1
IC Staff/Information Handling Committee
SUBJECT:  Attached H.R. 2889/NSDD 145 Package
25X1 1. Chairman of the Information Handling Committee, asked 25X1
me to send you a copy of the package that we sent up to the Director and
Deputy Director/ICS a few days ago. I have also included a copy of NSDD 145
and the hearings on computer security policies for your background information
in this area.
25X1 2. If you have any questions, please call me on 25X1
25X1
25X1
Attachments

Downgrade to UNCLASSIFIED upon
removal of attachments.

SECRET
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Ns0D 145

SR /

COPY _(5_1_(_@&‘6
NATIONAL SECURIT YrtPro0uce ONLY'

With Permission

COUNCIL . of EO/ICS

v M&».

25X1
25X1
ILLEGIB Noti
The attached document contains classified National Security Council
Information. It is to be read and discussed only by persons authorized by
law.
Your signature acknowledges you are such a person and you promise you '
will show or discuss information contained in the document only with
persons who are authorized by law to have access to this document.
Persons handling this document acknowledge he or she knows and
understands the security law relating thereto and will cooperate fully with
any lawtful investigation by the United States Government into _any
ILLEGIB unauthorized disclosure of classified information contained herein. ’
Access List
DATE NAME DATE [ NAME ]
J
ILLEGIB s
25X1 - '
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THE WHITE HOUSE
WASHINGTON

SECRET/WITH CONPIDENTIAL ATTACHMENT
September 17. 1984

Executive Repistry
84. 9216/

MEMORANDUM FOR THE VICE PRESIDENT
THE SECRETARY OF STATE

- THE SECRETARY OF THE TREASURY

: THE SECRETARY OF DEFENSE

THE ATTORNEY GENERAL
THE SECRETARY OF COMMERCE
THE SECRETARY OF TRANSPORTATION
THE SECRETARY OF ENERGY
THE DIRECTOR, OFFICE OF MANAGEMENT AND BUDGET
THE DIRECTOR OF CENTRAL INTELLIGENCE
CHAIRMAN, JOINT CHIEFS OF STAFF
ADMINISTRATOR, GENERAL SERVICES ADMINISTRATION
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION
DIRECTOR, FEDERAL EMERGENCY MANAGEMENT AGENCY
THE CHIEF OF STAFF, UNITED STATES ARMY
THE CHIEF OF NAVAL OPERATIONS
THE CHIEF OF STAFF, UNITED STATES AIR FORCE
COMMANDANT , UNITED STATES MARINE CORPS
DIRECTOR, DEFENSE INTELLIGENCE AGENCY
DIRECTOR, NATIONAL SECURITY AGENCY
MANAGER, NATIONAL COMMUNICATIONS SYSTEM

SUBJECT: National Policy on Telecommunications and
Automated Information Systems Security (U)

The President has approved and signed the attached National
Security Decision Directive which establishes initial nationai
objectives, policies and an improved organizational structure
for protecting US telecommunications and automated information
- systems from oxploitation by hostile intelligence activities.
(U) - . .
The Secretary of Defense's recent biennial report to the
President on the security of US Government communications
concludes that when viewed from a national perspective, the
security of our communications is perilous and that intelli-
gence available to hostile intelligence services through
unprotected or inadequately protected US communications is
unsurpassed for its timeliness, accuracy, completeness and
affects every aspect of our national security. This NSDD
establishes a means by which the government can develop
measures to adegquately secure our communications. (S)

_ SECRET/WITH CONFPIDENTIAL ATTACHMENT COPY f',' mﬂ TOPIES
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' ‘GECRET/WITE CONFIDENTIAL ATTACEMENT

this vital task, the Chairman of the National
g:i::::ia::o::gézéuxity Committee (NCSC) is requested to
{mmediately expand the NCSC into the new National Telecoununi;d
cations and Information Systems Security Committee éugxisc)
prepare an inttial plan for 1nplementat;onAof Ehclgag ?g)
submission to the steering group by Bctaber: 1, .

ity for distributing additional copies of the NSDD to
:;;2:;:1{te agencies throughout the government will be provided
to the Chairman of the NTISSC and the Manager, Nat}onal
Communications Systems, in the near future. (0)

FOR THE PRESIDENT:

Attachment
National Security
Decision Directive 145

25X1

e mmcen Ase e AAIBTADUMTAY. AMPACHEMENT ‘PADR Il ne 2. rmmre
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" THE WHITE HOUSE

. 'rsxecutive Registry
WASHINGTON

CONFIDENTIAL ' jos.
September 17, 1984

National Security Decisdon
Directive Number 145

NATIONAL POLICY ON TELECOMMUNICATIONS
AND AUTOMATED INFORMATION SYSTEMS SECURITY (U)

1 3

Recent advances in microelectronics technology have stimulated
an unprecedented growth in the supply of telecommunications and
information processing services within the government and
throughout the private sector. As new technologies have been
applied, traditional distinctions between telecommunications
and automated information systems have begun to disappear.
Although this trend promises greatly improved efficiency and
effectiveness, it also poses significant security challenges.
Telecommunications and autcmated information processing systems
are highly susceptible to interception, unauthorized electronic
access, and related forms of technical exploitation, as well as
other dimensions of the hostile intelligence threat. The
technology to exploit these electronic systems is widespread
and is used extensively by foreign nations and can be employed,
as well, by terrorist groups and criminal elements. Govermment
systems as well as those which process the private or
proprietary information of US persons and businesses can becone
targets for foreign exploitation. (U)

Within the government these systems process and communicate

classified national security information and other sensitive

information concerning the vital interests of the United

. States Such information, even if unclassified in isolation,

: _,—oFten can reveal highly claasified and other sensitive
25X1 information when taken in aggregate. The compromise of this
information, especially to hostile intelligence services, does
serious damage toc the United States and its national security
interests. A comprehensive and coordinated approach must be
taken to protect the government's telecommunications and
automated information systems against current and projected
threats. This approach must include mechanisms for formulating
policy, for overseeing systems security resources programs, and
for coordinating and executing technical activities. ()

25X 1 This Directive: Provides initial objectives, policies, and an

organizational structure to guide the conduct of national
activities directed toward safeguarding systems which process

or communicate sensitive information from hostile exploitation;
establishes a mechanism for policy development; and assigns

. CONPTAPUTTATL. - ama w1 TIRE DOB.L _2-2 B
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:o'spoulibu:lthl' for i-plmtaﬁon. It is intended to issu:c

25X1 full participation and@ cooperation among. the various existing
centers of technical expertise throughout the Executive Branch, .
to promote a coherent and coordinated dcme

hostile intelligence threat to these systems; and to foster an
appropriate partnership between government and the private .
sector in attaining these goals. This Directive specifically -
recognizes the special requirements for protection of

intelligence sources and methods. It is intended that the

pechanisms established by this Directive will initially focus

on those autcmated information systems which are connected to
telecoamunications transmission systems. (U)

1. GObjectives. Security is a vital element of the
: operational e veness of the natlonal security activities
25X1 of the government and of military combat readiness. Assuring
the security of telecommunications and automated information
systems which process and communicate classified nationmal
- security information, and other sensitive go
security information, and offering assistance in the protection

25X1 of certain private sector information &re key national
‘ responsibilities. I, therefaore, direct that the government's
capabilities for securing telecammunications and automated

information systems against technical exploitation threats be
maintained or improved to prgvido fors Co

. : a. A ronnblc a.ndconti.nuing capability to assess
threats and vulnerabilities, and to implement appropriate,
effective countermeasures. . =

b. . ' A superior technical base within the government
to achieve this security, and support for a superior technical
base within the private sector in areas which complement and
enhance government ap:hl.ut,iu. _

c. A more effective application of government
:::sou:ces and encouragement of private sector security initia-

ves. - o

a. suppoz-t and -énhancement of other policy objec-
tives for national ‘telecammunications and automated information

2. policies. In support of these objectives, the
following policies are established: :

- .
e e taem T

a. Systems which generate, store, process, transfer
or communicate classified information in electrical form shall
be secured by such means as are necessary to prevent compromise
or exploitation.

b. Systems handling other sensitive, but unclassi-

fied, ‘gonrnment or government-derived information, the loss of
which could adversely affect the national security interest,

CONFIDENTIAL -
= - ACACINTLITI L m_t_i_,u;.ZZ.com:s
Declassified in Part - Sanitized Copy Approved for Release 2013/04/17 : CIA-RDP87B00858R000400460019-2



Declassified in Part - Sanitized Copy Approved for Release 2013/04/17 : CIA-RDP87B00858R000400460019-2

25X1"""  CONFIDENTIAL T UMY IDLIVLIAL
shall be protected in p:cport.toa to the threat -of exploitation e

and the associated potential damage to the national security. :

C. The government shall enccurage, advise, and,
where appropriats, assist the private sector to: identity
systens which handle sensitive non-government information, the

25X1 joss of which could adversely affect the national security
determine the threat to, and vulnerability of, these systems;
and formulate strategies and measures for providing protection
in proportion to the threat of exploitation and the associated
potential damage. Information and advice from the perspective
of the privats sector will be sought with respect to
implementation of this policy. In cases vhere implementation
of security measures to non-governmental systems would be in
the national security interest, the private sector shall be
encouraged, advised, and, where appropriate, assisted in under-
taking the application of such measures. :

4. Efforts and programs begun under PD-24 wvhich
support these policies shall be continued. (o) S

3. plementation. This Directive establisbes a senior
level st g groups an inmagugog:oup at the operating
level; an executive agent and & na al manager te implement
these objectives and policies.... (U) . gty :

AR S . . -

25X1 8. ¥ mm sgcu.d t’ stl. I' :I' b g G:oup I hﬁng

of the Secretary of State, the Secretary OW
Secretary of Defense, the Attorney General; the Director o

the Office af Management and Budget, the Director of Central
Intelligencs, an@ chaired by the Assistant to the President for
ua:ilgnll Security Affairs is established.  The Steering Group V.7

. Sama®s
")

. (limml ‘pirective and ensure its .
implementation. It shall provide guidance to the Executive

Agent and through him to the National Manager with respect to
the activities undertaken t&’ implement this Directive.

© oot 7(2)  Monitor the activities of the operating
- Zevel National Telecommunications and Information Systems
Security Committee and provide guidance for its activities in
aico::;nec with the objectives and policies contained in this
D e Ve. C ' L= - .

25X1

(3) Review and evaluate the security status of
those telecommunications and auntomated information systems that
handle classified or sensitive govermment or government-derived
information with respect to established objectives and
priorities, and report findings and recommendations through the
National Security Council to the President.

0 CONPIDENTIAL - = . vom 1) pe22@ popis
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(4) Reviev consolidated resources program and
budget proposals for tolcccununications systens security,

(S) Review in aggregate the program and budget
proposals for the security of automated information systems of
the departments and agencies of the government.

(6) Review and approve matters referred to it
by the Executive Ageant in fulfilling the rqsponsibiliti.s

outlined in paragraph 6. bslov.

(7) On matters pertaihing to the protection of

intelligence sources and pethods be guided by
the Director of Central Intelligence.

the policies of

(8) Interact with the Steering Group on
National security rclccomnnnicationl to ensure that the

objectives and policies of this pirective and

NSDD-97, National

security Telccomnunications policy, are addressed in a

coordinatod manner.

(9) Recommend for Presidential approval addi-
tions oI revisions tO this Directive as national interests may

require.

(10) Identify categories of sensitive

non—governmcnt information, the loss of which

could adversely

affect the national security jnterest, and recommend steps tO

protect such information.

5 p. The National Manager for Telecommunications and
Z\jfformation Systens Security shall function as executive

secretary to the steering Group- (o)

S. The National Tolccommunications and

information

systems gecurity Committes. ...

matters and develop operating policies as necessary to imple-
ment the provisions of this Directive. The Committee shall be

chaired by the Assistant secretary of Defense
25X 1 Communications and Intelligence) and shall be

composed of a

voting rcpresentativo of each member of the Steering GIroup and

) of each of the following:
25X1 '
The Secretary of Commerce

The Secretary of Energy

mamernENTTAL
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.1ished objectives and priorities. .. :

- CONPTORNTTAYL

CONFIDENTIAL _ LUNFILENT U\L

."i s - .

T ‘ chairman, Joint Chiefs of Staff : .
Administrator, General Services Administration
Director, Pederal Bureau of Investigation
Director, Yederal Emergency Management Agency
The Chief of Staff, United States Armmy
The Chief of Naval Operations
The Chief of Staff, United States Air Force
Commandant, United States Marine Corps
Director, Defense Intelligence Agency
Director, National Security Agency .

Manager, National Communications System (U)

b. The Committee shall: .

> .

(1) Develop such specific operating policies,

objectives, and priorities as may be required to implement this
Directive. , . ;

(“2)' Provide telecommunication and autcmated
information systems security guidance to the departments and
agencies of the govermment. ' :

. (3) Sudmit annually to the Steering Group an
evaluation of the status of national telecommunications and

‘V
L XAl

NF em
. '*'*0»""

automated information systems security with respect to estab-— EAERR

e ‘ (4) Tdentify systems which handle sensitive,
non-government information,.the loss and exploitation of which
could adversely affect the naticnal security interest, for the

purpose of encouraging, advising and, where appr .
assisting the private sectox in appl ing security measures.

PPN FRETE ) TN . -

o ('.'f)‘ Appm- the iolcuc of sensitive systems

technical security material, information, and techniques to
'foreign governments or international organizations with the
concurrence of the Director thos
activities which he manages.

' (&}’."\ Bstahli:h and maintain a national system
foxr promulgating the operating policies, directives, and
gu.i.danc-vhich may be issued pursuant to this Directive.

. . (7). Establish permanent and temporary subcam-
mittees as necessary to discharge its responsibilities.

(8) Make recommendations to the Steering Group
on Committee membership and establish criteria and procedures
for permanent observers from other departments or agencies
affected by specific matters under deliberation, who may attend
meetings upon invitation of the Chairman.

(9) Interact with the National Communications
System Committee of Principals established by Executive Order

. e ‘ v ) : . - ) o man ,l —— , ,
ed in Part - Sanitized Copy Approved for Release 2013/04/17 : CIA-RDP87B00858R000400460019-2
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12472 to ounrc the coordinated execution of askigned responsi-
bilities. (U) ~ ' :

 Ge The Committse sbhall have two subcommittees, one
focusing on telecommunications security and one focusing on
automated information systems security. The two subcommittees
shall interact closely and any recommendations concerning
implementation of protective measures shall combine and coordi-
nate both areas where appropriate, while considering any
differences in the level of maturity of the technologies to
support such implementation. However, the level of maturity of
one technology shall not impede implementation in other areas
which are deened feasible and important. (U) -

d. The Committee shall have a permanent secretariat
composed of personnel of the National Security Agency and such
other personnel from departments and agencies represented on
the Committee as are requested by the Chairman. The National
Security Agency shall provide facilities and support as
required. Other departments and agencies shall provide
facilities and support as requested by the Chairman.(U)

6. The Executive L;cnt of the Govermment for

Tele cations and Information Systems Secur « The

@CX [ ense 1is cutive ) Government
for Communications Security under authority of Executive _ i
Order 12333. By authority of this Directive he shall serve an o
expanded role as Executive Agent of the Government for e
Telecommunications and Antomated Informationr Systems Security
and shall be responsible for implementing, under his signature,
the policies developed by the NTISSC. In this capacity he '
shall act ix accordance with policies and procedures
established by the Steering Group and the NTISSC to:

' Re Ensure the development, in conjunction with
NTISSC member departments and agencies, of plans and programs
to fulfill the objectives of this Directive, including the
development of necessary security architectures.

b. Progure for ind provide to departments and
agencies of the government and, where appropriate, to private
institutions. (including government contractaors) and foreign
govermments, technical security material, other technical
assistance, and other related sexvices of common concern, as
required to accomplish the objectives of this Directive.

c. Approve and provide minimum security standards
and doctrine, consistent with provisions of the Directive.

d. Conduct, approve, or endorse research and
development of techniques and equipment for telecommunications
and automated information systems security for national
security information.

CONPIDENTIAL '- CQHBENHAL m_ﬁ_ozél.noﬂfs
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‘@ ' Operate, or coordinate the efforts of, govern- R
ment technical centers related to telecommunications and ;
automated information systems uc\::ity.'

#. " Review and assess for the Steering Group the
proposed telecommunications systems security programs and
budgets for the departments and agencies of the govermment for

25X1 each fiscal year and recommend alternatives, where appropriate
The views of all affected departments and agencies shall be
fully expressed to the Steering Group.

. G- Review for the Steering Group the aggregated
automated information systems security program and budget
recommendations of the departments and agencies of the US
Government for each fiscal year. (U) :

7. The National Manager for Telecommunications Security
25X 1 and Automa nformation Systems Security. 7The Director,
National Security Agency is designated Eg National Manager for
Telecomnmunications and Automated Information Systems Security
and is responsible to the Secretary of Defense as Executive
Agent for carrying out the foregoing rxesponsibilities. 1In

fulfilling these responsibilities the National Manager shall
have authority in the name of the Executive Agent to:3 —t

R a.. Examine government telecommunications systems
and actomated information systems and evaluate their vulner— ..
ability to hostile interception and exploitation. Any such
activities, including those involving monitoring of official
telecommunications, shall be conducted in strict compliance 1
with law, Executive Orders and applicable Presidential ~
Directives. No monitoring shall be performed without advising
the heads of the agencies, departments, or services concerned.™

N PRI X P
¢ R A P LT

" b .Act as the government focal point for cryptog—-
raphy, telecommunications systems security, and automated T
information systems security. - - o '

c. .- Conduct, 'ibp'z;pvc. or endorse research and
development of techniques aiid equipment for telecommunications
and automated information systems security for national

- . . emre- L 4

d; . itcvicu and app:éve all standards, techniques,
systems and equipments for telecommunications and automated
information systems security. '

e. Conduct foreign communicationg security liaison,
including agreements with foreign governments and with
international and private organizations for telecommunications
and automated information systems security, except for those
foreign intelligence relationships conducted for intelligence
purposes by the Director of Central Intelligence. Agreements T
shall be coordinated with affected departments and agencies. 3 p3d-

CONFIDENTIAL mmm, . opp U pp @2 popies
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B

: ' £. Opexats such printing and fabrichtion facilities .-
as may be required to perform critical functicns related to the -
provision of cryptographic and other technical security

saterial or sexvices. - :

~ g. . Assess the overall security posture and .
disseminate information on hostile threats to tele- o
communications and automated information systems security. o

- h. Operate a central technical center to evaluate
and certify the security of telecommunications systems and
automated information systems.

i. Prescribe the m.i.njm. tindi:ds, methods and

procedures for protecting cryptographic and other sensitive -
technical security material, techniques, and information. , -7

" . 4. Review and assess annually the o
telecommunications systems security programs and budgets of the
departments and agencies of the government, and recommend
alternatives, where appropriate, for the Executive Agent and
the Steering Group. ' .

. ‘.. ke Review annually the aggregated automated 4 S
information systems security program and budget recommendations - - .- S
of the departments and agencies of the US Government for the -
Exscutive Agent and the Steexing Group.. - = - . o T T

AXY

-

agencies such information and: technical support as may be
needed to discharge the responsibilities assigned herein.

IR BN R

-7 m. . Enter into agreements for. the procurement of
technical: security material and other equipment, and their
provision to government agencies and,. where appropriate, to
private organizations, including govermment contractors, and
foreign governments. (0) .. SRR :

8. The Beads of'redc.irg Departments and Agencies shall:

s .

... @a . Ba responsible for achieving and maintaining a
secure posture for telecommunications and automated information
systems within their departments or agencies.

‘ B. Ensure At.hae ﬁhc ponciés. standards and
doctrines issued pursuant to this Directive are implemented
within their departments or agencies.

c. Provide to the Systems Security Steering Group,
the NTISSC, Executive Agent, and the National Manager, as
appropriate, such information as may be required to discharge
responsibilities assigned herein, consistent with relevant law,
Executive Order, and Presidential Directives. (D)

CONFIDENTIAL - PﬂNf:lm:N“M ' rnov /) »'...zz S
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9. Adaitional Responsibilities. - e
s. The Secretary of Commerce, through the Director, iy

Natiocnal Bureau of Standards, shall issue for public use such
Pederal Information Processing Standards for the security of
information in automated information systems as the Steering '
Group may approve. The Manager, National Communications - -
System, through the Administrator, General Services S
Admipnistration, shall develcp and issue for public use such
Pederal Telecommunications Standards for the security of
information in telecommunications systems as the National
Manager may approve. Such standards, while legally applicable
only to Federal Departments and Agencies, shall be structured
to facilitate their adoption as voluntary American National
Standards as a means of encouraging their use by the private
sector. .

b. The Director, Office of Management and Budget,
shall: L SRR

. (1) Specify data to be provided during the . _

annual budget review by the departments and agencies on A
programs and budgets relating to telecommunications systems e
security and automated information systems security of the

departments and agencies of the govermment. =~ . . .

National Manager viw thc_x;.g:\;tj,qg' Agent. e LT

'’ (3)'.- Review for consistency with this
Directive, and amend as appropriate, OMB Circular A-71 :
(Transaittal Memorandum No. 1), OMB Circular A~-76, as amended,
and other OMB policies and regulations which may pertain to the
subject matter herein. (8} S

a. Alters the existing authorities of the Director
of Central Intelligence, including his responsibility to act as
Executive Agent Of.the Govermment for technical security
counut_ma_suxcq('_(f! o It T "

- ;.‘_."! 3 - .':" ,.‘.- .,'.’ . .,...- '- ,. - 3 : - . ..' .
terope- = pegwides the KTISSC, the Executive Agent, or the
National Manager authority to examine the facilities of other
departments and agencies without approval of the head of such
department or agency, nor to request or collect information
concerning their operation for any purpose not provided for
herein. ..

’

c. Amends or contravenes the provisions of existing
law, Executive Orders, or Presidential Directives which pertain
to the privacy aspects or financial management of automated
information systems or to the administrative requirements for
safeguarding such resources against fraud, abuse, and waste.

comomens . (ONFIDENTIAL
- > - . copy_L1_of 32 vopies
Declassified in Part - Sanitized Copy Approved for Release 2013/04/17 : CIA-RDP87B00858R000400460019-2




Declassified in Part - Sanitized Copy Approved for Relfase 2013/04/17 - CIA-RDP.87BOO858R000400460019-2

a. Is hr;u«d to establish addition
processes for the aforartioyiev
P rpl l:to?g,:-.nt of a.utmud information

1l. PFor the purposes of this Direc
tive
terms shall have the meanings indicated. =~ o0 “nwuq.

4. Telecommunications means the prepara
:i:onwby‘:{::é: fi_nl?'am .lmam: related p'tocoglig; omfom-
ot u‘.u : gnetic, oloctxcuchnica_l. or

tion handling systams, and associated equipment.

C. Telecommuni ' toma .
M p“c::iou :adc:n ted Information
au ted information Systeas, in order to p:cv:::

exploitation through interception ectro
1, unau
accou..:r :Olt;:;d technical htoiugcn:oh ::.::st:f and ::c
umon ot .thn t¥. Such protection Tesults from the appli
ecurity measures (including cryptosecurity, trlnl”- e

the National Secur ency

o lt:tiom wi.ty Ag » and the Assistant to the President

the Rectaoar, ty Affairs. The Committee, with advice £

¢ < tgv “.tgo Policy Committee of the Departaent of snu.m

thllt Foroion nis licy guidance for implementation by the Office
sions or other appropriate organizations, on

Proposals for foreign real esta
pPurchase, that present a throatt:o.:gu ieitions by 1
systems security

" 13. The functions of the
- Interagency Gro
’olocomunicatiou Protection and the ‘lutiomugo:nongnicationl

Smmmeme  OONFIDENTIAL . oo/l or2e cops
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Committee (FCSCYy as sstablished under PD-24 are S

nblun:{ by the Systems Security Steering Group and the NTISSC,

respectively. Tha policies established under the authority of

the Interagency Group ox the MCSC; which have not been

superseded by this Directive, shall remain in effect until

modified or rescinded by the Steering Group or the NTISSC,

zespectively. (U) .

. 14. Except for ongoing telecommunications protection
activities uns.t.d by and pursuant to PD/NSC-24, that Direc-
tive is heredy superseded and cancelled. (U) .

Y
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ADMINISTRATIVE - INTERNAL USE ONLY

1 oL 1988
MEMORANDUM FOR: Legislative Division, OLL
ATTN:
FROM:
Director of Security
SUBJECT: H.R. 2889 - Computer Security Legislation
REFERENCE: OLL Memo OLL85-1999/1, dtd 16 July 1985,

Same Subject

1. It is recommended that the following clause be proposed
for inclusion in H.R. 2889:

"Nothing in this bill alters the existing authorities of
the Director of Central Intelligence, including his
responsibilities for the protection of intelligence sources
and methods."

2. The Office of Security has no objection to the stated
intent of the bill, since there is unquestionably a need for
greater emphasis on computer security throughout the
government. The bill does not appear to represent a potential
for negative effects on the Agency's computer security program.

3. Interaction between the Office of Security and the
Office of Personnel Management (OPM) has been generally
favorable. Most computer security officers attend OPM computer
security training courses. It is not believed that OPM
government-wide standards would present any particular problems
for the Agency.

4. The Office of Security is in agreement with the tone of
the response proposed in paragraph two of your memorandum.

0s 5 2164
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CLLEE-1998/1
16 July 1985

MEMORANDUM FOR: Director, Office of Security
Chief, Intelligence Law Civision, CGC

FKCM:

Leciclation Division/CLL

SUBJECT: Cormputer Security Legislation

1. Congressman Jack Brooks, Chairman, House Governrert
Operations Committee, has requested the Agency tc provice its
views on H.R. 2889, & £ill to establicsh a computer cecuricy
training program. The purpose of the till is to enherce cinp_ter
security in the fecerel government. 7ihe bill provicez ic: :ire
National Bureau of Standards to establish a computer security
research program to address the problems of computer csecurity in
the federal government. The bill also provides that each federal
agency furnish mandatory periodic training in computer security
for all employees who are involved with the management, use or
operation of computers or other automated information systems.
The details and scope of the training would be prescribed by OPM.
Attached is a copy of the bill.

2. I propose responding to Congressman Brooks by applauding
his effort to increase computer security in government. The
Agency should point out that it has underway a vigorous program to
educate its employees on computer security and to provide hardware
and software to prevent the unauthorized accessing of Agency
computers. One issue that we need to address is whether to concur
in the provision of the bill permitting OPM to dictate the scope
and manner of the Acency's training of personnel in computer
security.

3. 1 would arrreciate having your views on this bill no later
than 18 July. I will incorporate your commente into the Agency
letter back to the Congressman ana circulate that letter to you
before final trancsmittal to the Congrescsman.,

Attachment as stated
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Distribution:
Original - Addressee(s)

1 - D/OLL

1 - DD/OLL

1 - OLL Chrono

1 - OLL Leg/Subject:
1 - NMP/Si
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997y CONGRESS
187 SERSION . . 2889

Te amend the Ac: esie? orop the Netione! Bureau of Sienices¢e to provide for s
compuier seccm . resceto progran within sucl Boresl ené to provide for
the trevarg o }eo oo emriovees whe are imve o7 o e mensgemen:

OpeTelion BID L ¢ et mupied IBTOTTLENIOL Procecs o ivsiins

IN THE HoUSE OF REPRESENTATIVES
JUNE 27, 1985

Mr. GLICEMAN (for himself, Mr. FuQua, Mr. BRoOks, Mr. Beown of California,
Mr. WieTE, Mr. WALGREN, Mr. NELSON of Florida, Mr. WYDEN, Mr.
HueHEs, Mr. LEW1S of Florida, and Mr. HORTON) introduced the following
bill; which was referred jointly to the Committees on Science and Technolo-
@ and Government Operations

A BILL

To amend the Act establishing the Nationa! Bureau of Stand-
ards to provide for & computer security research program

- within such Buresu- &nd to provide for the traiming o
Federal emplovee: who &re involved in the mansgemen:.
operation, and use of sutomated information processing
systems. -

[

Be it enacted by the Senate and House of Represe:.iz.

| e}

twes of the United Statcc of Anerice 11 Congress assen,’...

3 SECTION 1. SHORT TITLE.
Troe A0 v o Camoes s
O Resegron wnl Troinp Avio .

Declassified in Part - Sanitized Copy Approved for Release 2013/04/17 : CIA-RDP87B00858R000400460019-2



~ Declassified in Part - Sanitized Copy Approved for Release 2013/04/17 : CIA-RDP87B00858R000400460019-2

1 £ 1 FINDINGS.

s oo Congress finds that—

‘ ‘11 ir. recent veers the Feders! Government has
¥ bkl dependent o euinmnled fomiane
5 - acessing gvstems  for cerrving  out many of it
v NP PEN

. (. the Govermmen: opereies  mbout  Zu000
. gnd large-scale mainframe computers. and by

cué of this decade it will &lse heve approximstely

10 half & million micro- and mini-computers;

11 (3) the information stored in Government comput-
12 ers and transmitted over the various communications
13 networks that connect them represent valued property
14 the: ic vulnerable to unauthorized access and disclo-
15 cure. fraudulent manipulation. anc GsTUPLOL:

16 (4) studies of computer-related fraud and abuse in
17 Government agencies indicate & costly and widespread
18 problem of significant proportiers. - -

19 (5) Government efforts to address the problems of
20 computer security have focused on developing hard-
21 ware and software systems to protect sensitive infor-
2v metion, ensuring that mew ¢omjuier srsiems are de-
23 signed to include security provisions, and requiring
L ¢ ~encies to implement secumt HATUCIRATIE Sele

L. L -
(E'3 1hess €507
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the informesinr crneid e 2 e 2 e
Government comjputer:  remein:  the  props v
menage, use, and operate them.
SLC. 3 ESTABLISHMENT OF COMPUTER SECURITY Ki~L &b}
PROGRAM.

Tone Ac of March &0 19400 (b ULC 75..7-
smended by redesignating section 18 as sectior 14, gr.2 b
erting after section 17 the folicwing new section.

"SEC. 18 8 The Nstione! Buresu of Signgarc: ..
establish and conduct a computer security resesrcl program
1¢ address the problems of (:ompu:er secunity 1. Fegers
Government, with primary emphasis upon the prevention of
computer-related fraud and abuse through the training of em-
ployees in computer security awareness and good security
practice.

*“(b) The program shall—

“(]j perform research &nc conduct studies to de-
termine the nature and extent of computer security
vulnersbility in Federa! agencies and their contractors:

. “(2) devise administrative. management, and tech-
nical procedures and practices designmed to protect the
information stored, processed. and transmitted by

Government computers; and

“(3) develop guidelines oo wio bi Felers) agen-

cies in training their employees, and the emplovees of
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1 their contrecions ené of it orproiion on whose
Z COT.puiils o luie Wit Gonveras o RV SOV f
3 computer sccurily  awareness  and  gond secunty
4 practice ™

S SEC. 4. TRAINING BY FEDERAL AGENCIES IN COMPUTER
€ SECURITY

-1

(&) IN Grriral —Each Feders! sgency shall provide

& mandatory pe- I treining in computer security, under the

e

guidelines deve g o pursusni to section INGNS: of the Ace
10 of March 3, 1401 (&: added by section § of this Act), and in
11 &ccordance vt} i1 rezulutions issued w.dor subsection (o) of
12 this section, for &li of its employees who are involved with
13 the management, use, or operation of computers or other
14 automated information systems and for all of the employees
15 and other personnel of its contractors who are involved with
16 the management, use, or operation of computers which inter-
17 face'with Goverin ;@ computers,

18 (b) TRAINING OBIJECTIVES.—Training under this sec-
19 tion shall begin within 60 davs after the issuance of the regu-

20 lations described ir subsection (c), and shall be desigried—

-

2] (1) to extence emplovees’ awareness ¢f i
22 threats to and vulnerability of computer and comr.or .
23 cations systems; and
24 (2) to encourare the use of improved cory--
25 Becurity praciic:: &0 Government facilities.

om =z B
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f

1 (¢) REGULATIONS. — Withir ¢ monthe afier the date of
2 the ensciment of this Act, the Direcior of the Office of Per-
8 sonne} Mensgement shell issue reguistions preseribing in
4

detail the procedures anc scope of the treining to be provided

1y

by Federe) epencies undom suhie 0 0 e gné the manner 1

6 which such trainiag is to be carmie out

EN |

SEC. 5. AUTHORIZATION OF AFPROYL:ATIONS.

& Tuere are heretn suthomzel 1o be appropristed to the
9 National Buresu of Sianderd: for the fiscal vear 1987, to
10 carry out the computer secumty re~curch program under sec-
11 tion 18 of the Act of March 3, 1901 (as added by section 3 of

12 this Act), such sums as may be necessary.

O
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